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I ntroduction to EPTS

EPTS Portal is an encapsulation of the Security System and Entity/Code Maintenance functions
in anew system. This system replaces the security and entity maintenance functionality from
within ANR Pipeline’ s Gas Energy Management System (GEMS) with a single web-based
interface.

The system is designed to be a common interface for both Transportation Services Security
Administrators (TSSA) and External Security Administrators (ESA) in alimited role to access
and maintain data in multiple applications. The system is written utilizing Microsoft’s .NET
product, using Microsoft SQL Server software as the database platform.



Login into EPTS Portal

Access to the EPTS Portal is provided through an internet browser, and all screens are displayed
inaWeb format. This product has been tested on Microsoft’s Internet Explorer and Netscape;
support of this product by additional browsers, such as Opera, has not been tested. This
application is best viewed with Internet Explorer and Netscape with a screen resolution of 1024

X 768

The External Security Administrator (ESA) logs into the Portal with the current EPTS User ID
and password which has been furnished by the Transportation Services Security Administrator

(TSSA).

Access to the EPTS Portal for each Transportation Service Provider (TSP) is available through
the following site:

www.anrpl.com
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ANR Pipeline GEMS

ANR Pipeline Company (ANR) enjoys a rich tradition in the natural gas pipeline

business. From its founding as the Michigan-Wisconsin Pipe Line Company in asswer

1945 to being a member of the TransCanada family of companies in 2007, ANR Reset Password

operates one of the largestinterstate natural gas pipeline systems in the United
States
Quick Links
Qur hroad array of competitively priced services is customer-and market-responsive,
providing customers the flexibility they need to compete in today's natural gas

) : - ) WHAT'S NEW
marketplace. We offer a full menu of transportation options, hub services, and

several storage options.

We can tap virtually all of the major gas supply basing in Morth America, providing " Outage hlap

customers with multiple supply eptions. In addition, through its numerous
interconnections with other major interstate pipelines, ANR can readily serve
customers far beyond its traditional service area in the Midwest.

Through its approximately 10,600 miles of pipeling, ANR delivers more than 1 trillion
cubic feet of natural gas annually, with a peak-day delivery capacity of more than 8
hillien cubic feet (Bcf). ANR Pipeline, ANR Storage and Blue Lake Gas Storage have
a combined underground storage capacity exceeding 250 Bef.

Nominations & Scheduling
Help Line 800-8-ASK ANR
(1-800-827-5267)

ANR setfs the standard in nafural nas senices We are committed fo the safe and

An ESA isgiven 3 attemptsto log into the application. If a connection is not made by the third

attempt and the User 1D isvalid in the application, the User ID will belocked from further access as

a security precaution. The ESA will then be directed to Quest to reset the password.

The system automatically logs system usersout of the application after 10 hours of inactivity



Overview of the EPTS Portal Home Page

After the system successfully authenticates the EPTS credentials, the ESA is directed to the
EPTS Portal Home Page (similar to the screenshot below).

Note: If it isafirst timelogin into the EPTS Portal, the ESA you will be automatically

redirected to Ques to st up aprofile See training manual op Quest for mor e information.
Qb TransCanada e EEEED [ Signout |

Entity: 006958581 November 16 2012
Entity Name: ANR PIPELINE COMPANY

N TSP: 006958581
ANR Pipeline LUl ANR PIPELINE COMPANY hd

Welcome to ANR Pipeline

ANR Pipeline

-ANR

The EPTS Portal Home Page contains information about the TSP that the system user is
currently logged into and System User information

Welcome: Displays the Name of the Contact currently logged into the EPTS Portal

Entity: Displays information on the Legal Name and Duns number of the entity to which the
contact is associated.

Logged: Displaysthe TSP the contact is currently logged onto. It also alows a contact (system
user) with access to multiple TSPs to easily switch between TSPs without reentering login
credentials.

Menu: Expands into sub menus that lead to the different areas in the application.
0 Access pointsto ANR Pipeline's GEMS and Customer link
o Corporate Screens: Access point to maintenance of an entity’ s contact(s) and certain
business use associations.
0 Security Screens: Access point to maintenance of system users of an entity (External
Security Administrator only)
0 User options: Access point to allow system users to change login password.

Sgn Out: Clicking this button logs the system user out of the application.



GEMS & Customer Link

The menu containslinksto the ANR Legacy systemsfor system userswith TSP access of
ANR. Thelegacy systemsfor ANR are GEM S and Customer Link. Some of the
functionalitiesrelated to corporate and security that were performed previously in these
systems have been transferred into the new application. These functionalitiesare
o Corporate
§ Creating and maintaining contacts
8 Creating and maintaining business use associations.
0 Security
8 Reguesting system access for a contact to a TSP(s)
8 Inactivation of a contact’s associationto a TSP (s)
8 Reactivation of a contact’s association to a TSP(s)

Accessing the ANR Systems

Step 1: Move the cursor over the menu button on the upper left-hand corner of the welcome page
Step 2: The Menu button should automatically expand into a tab menu for the different areas
within the application.

Step 3: Expand into the GEM S sub-menu by clicking on the PLUS (+) sign.

Step 4: Select GEMS or Customer Link.

a2 https:Mfqa-anrportal.transcanada.com/UAfTrans portation/WebUl/Portal/PortalHome. aspx - Microsoft Internet Explorer, |Z||E|E|
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Navigating to the Security Screens
The security screens in the application provide a means by which the TSSA and ESA can
perform security functions embedded in the application. The ANR ESA has access to the User
Maintenance Screen and the Role Maintenance Screen. These security screens within the
application can be accessed by expanding the Menu on the Portal homepage.
Step 1: Move the cursor over the menu button on the upper left-hand corner of the welcome page
Step 2: Expand into the security sub-menu by clicking on the PLUS (+) sign.
Step 3: This expands to a sub menu, Security Admins:

Step 5: Click on Security Admins tab to open up the User Maintenance Screen.

Overview of the User Maintenance Security Screen

The User Maintenance security screen provides a means by which an External Security
Administrator can perform maintenance on contacts with system access to the TSP of ANR
Pipeline.

& hitps:i/ga-anrportal. transcanada.com/UAfTrans portation/WebUl/Portal/PortalHome. aspx - Microsoft Internet Explorer
File Edit BN Favoribes  Tools  Help |’,'

July 01 2009

Welcome to ANR Pipeline

euviews

Contact Us | 1-800-8-ASK-ANR
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Process and Navigation Functions

All security screens have their Screen Name displayed on the Title bar located directly below the
EPTS Portal. The title bar has two expandable menus which can be opened by moving the cursor
over the menu name ‘Navigation’ or ‘ Process Functions . All the navigation and process
functions in these menus are also available at the bottom of the Maintain System User screen.

o Navigation: contains linksto help you navigate through the security screens
0 Process Function: contains links to manipulate and edit the data on the screen.

Directly below the title bar is more detailed information about the screen you are viewing
Process: Name of the process performed on that screen
Task: Name of the task in progress on the screen.

¢ https:/fqa-anrportal.transcanada.com/UA{Transportation/fWebUI/Portal/PortalHome.aspx - Microsoft Internet Explorer
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Pproces Back Task: Maintain System User

Home

sooLce | T E— s
etrieve
TSP Frstheme
Clear
User TSP Status tgn [ ] e |

System User Records

N i i 5 il y -
Login Apolication o, Sve Leqal Name  Last Name Status Date Internal Email Address Work Phone
Name Requester 1 Ind
True EPTS AR ACTIVE|4/18/2007 9151109 AM [TRaANg sERW
True EPTS ANR ACTIVE|7/27/2007 4121106 PM
False EPTS [AMR ACTIVE|S/9/2006 11:39:08 PM| [ TRANSPORTATIC

SnrtI Filter | Emport I Print NewI Change Delete I Undo Clear | Cancel I Submit
Back I Home I Next
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The Bottom of the screen contains buttons used to control functionalities built into the screen.
The ESA has access to the following buttons/functions:

Navigation Functions
0 Back Button: Redirects to the previous Page
0 Home Button: Redirectsto the Portal Home Page
0 Close: Redirectsto the Portal Home Page

Process Functions

0 Export Button: Opens the data export dialogue box. The ESA can export Data, viewed
on the screen, in 4 different formats
§ Excel, Word, Tab Delimited and XML

0 Print Button: Shows records currently retrieved in a new window in a print friendly
format

0 New Button: Link to the request system user screen. An ESA can request system access
for anew contact from this screen.

0 Change Button: Changes an existing Record into edit mode. Allows an ESA to change
the User TSP Status of arecord from:

§ Inactive status => Pending Review status
§ Adctive status => Inactive status
§ Pending Review =>Denied status



o

o

Undo Button: Allows changes made to arecord in edit mode to be undone before clicking
the submit button.

Cancel Button: Same functionality as the undo button but, instead of remaining on the
current screen, it returns to the Portal Home Page

Submit Button: To submit an edit on an existing record.

Search Fields

The Basic Data Search Criteria options come directly below the title bar; user records can be
searched by entering some or al of the following criteria:

Application Name: defaultsto ALL; ESA can select EPTS

TSP: Defaults to the TSP ESA islogged into; no other options available

User TSP Status: defaultsto ALL; ESA can select Active, Denied, Inactive, Pending
Activation, and Pending Review.

Last Name: free form text entry

First Name: free form text entry

Login: free form text entry

There are 2 buttons related to the Basic Data Search Criteria on the right side of the screen.
a. Retrieve: Clicking this button retrieves user records based on search criteria entered.

b.

Clear: Clears al values entered in the search criteria box.

System User Record

All records are sorted by the Entity’s legal name, followed by system user last name, then first
name. Each system TSP user record is contained in a single row with the different columns have
different information related to that system user.

o

0]
(0]

(@)

o oO0Oo0o

Created by ESA: Indicatesif the system user record was created by the External Security
Administrator

Login: Displays the login ID for the system user record

Application Name: Displays the name of the application under which User login ID was
created.

Svc Requestor: Thisis the Duns number for the entity under which the system user was
created. Thiswill aways match the ESA’s entity Duns Number.

Legal Name: Thisisthe legal name for the entity under which the system user was
created. Thiswill aways match the ESA’s entity legal name.

Last Name: The last name of the system user

First Name: The first name of the system user

Master Entity Prop: A number created by the application to identify an entity.

User TSP Status: Displays the current TSP Status of the system user, which can be;
Active: System user is active on the TSP

Inactive: System user isinactive on the Tsp

Pending Review: System TSP user record is awaiting TSSA approval

Pending Activation: System user TSP record is in the process of being activated
Denied: TSSA denied the new system user request for the contact or ESA
changed user TSP status from ‘ pending review’ to ‘denied’ before review by
TSSA

wn W W W W

-10-
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Status Date: Displays the effective date of the current User TSP status

Internal Ind: Indicates if the user is an external or an internal user. Thiswill never be
checked when the system user is an external user.

Email Address: Displays the email address of system user

Work Phone: Displays the work phone number for system user if available in contact
information

Department: Displays the department information for the system user if available in
contact information

Supervisor: Displays the supervisor information for the system user if available in contact
information

Title: Display the current title for the system user if available in contact information.

Svc Reg Name: Short name for the system user’s Entity. Thiswill always be the same as
the ESA’s Entity.

Modify User: Displays information on the last user or process to edit the system user
record. Thiswill always have the name of the last user to edit the system user record or
one of the following

8 INITLOAD: The system record has not been edited since the inception of the

application.

8 ADSYNC: A system process performed the last update on the system user record.
Modify Timestamp: Displays the captured time when the last edit was performed on the
system user record
Create Timestamp: Displays the captured time when the system user record was created.

& Welcome: USMAN KHAN
Qb TransCanada

Entity: 092454453 November 16 2012
Entity Name: ANR STORAGE COMPANY
—— TSP: 006958581
ANR Pipeline Ll LA ANR PIPELINE COMPANY
.G' Navigation Maintain System User Processing Functions G'.
Process: Maintain System User Task: Maintain System User
Application iame tasthame [ |
Retrieve
TSP Frstiame [ |
Clear
User TSP Status g [
System User Records
- Master
Created - Application Svc =" User TSP Internal -
Created Svc First Internal
By Esa  Loain Name YEP Requester Legal Name LastName - E;rtn = Status Date Ind Email Address
False |XCZ27DFEF [EPTS ANR|092454453[ANR STORAGE COMPANY|EOLDEN  |BRIDGETT|663  |ACTIVE |3/6/2012 2:25:06 M bridgett_bolden@transcanad
True  |XCD3EFCCIEPTS ANR|082454453[ANR STORAGE COMPANY|DIXON MARK 563 |INACTIVE|11/17/2011 2:32:35 PM mazrk_dixon@transcanada.cc
True  [XC301426[EPTS ANR|082454453(ANR STORAGE COMPANY|KHAN UsMaN (863 [ACTIVE |8/4/2010 1:25:11 PM usman_khan@transcanada.c
True  [XC342403[EPTS ANR|082454453|ANR STORAGE COMPANY|MEYERS  [SANDY  |663  |ACTIVE |3/5/2010 2:10:13 PM sandra_meyers@transcanad
False TS ANR|032454453[ANR STORAGE COMPA] ACTIVE |5/3/2006 11:33:08 PM carol_wehlmann@transcanac
TXpoTCTTTIT New | Change Undo Cancel Submit
Back | Home
4 L

-11-



Processto Set up a New External User Flow Chart

ESA TSSA

TSSA will review

ESA clicks on 'New' button from
new User TSP

Maintain System User Screen to

go to Request System Access > records with a
Screen status of
Pending Review'
v
Status of User
ESA selects TSP record(s)
TSP(s) TSSA aproves No —» changed to
'Denied’
v
Yes
ESA reviews ‘
Contacts Status of User
TSP records
changed to
'Pending
Click on Create Activation
Does Contact. Add L
Contact(s) No— contact. Include
appear? Email Address. Status of User TSP
Click on Submit records changed to
'Active’
Yes Yes | after update by Data
v Security
Select Contact(s) 4——Return
A
ID Ready for
use by
A External
Click on Submit. New Customer
System User Id
created. Id is set up for
each TSP requested
with status of
"Pending Review"
A
ESA returned to Correct
Maintain System User

Contacts set
up?

Screen. ESA reviews
new User TSP records.

NO

A 4

ESA changes the
User TSP status
from
'Pending Review'
to '‘Denied'
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Routine M aintenance Task Processes Flow Chart

1. External Customer no
longer needs access to

TSP(s)
. Change User
a I(i:(!;:glgrbser Click on .| TSP status Click on
p‘I")SP record Change from 'active' Submit
to 'inactive’

2. External Customer with an existing 'active' User TSP record
needs access for another TSP for the same System User Id

Status of User

Contact the
TSSA to
assignTSP

TSSA assigns
the TSP with a
User TSP status

.

of
'Pending
Activation'

'Active’

TSP record
changed to

after update by
Data Security

ID Ready for
use by

3. External Customer with an existing ‘inactive' User TSP
record needs access restored.

Click on

Click on

applicable User
TSP record

Change User
TSP status
» from ‘inactive’

Change

» External
Customerfor
new TSP

to 'pending
review'

4. ESA Role needs to be assigned or unassigned from a
current external customer

Contact the
TSSA

Click on
Submit

Id still set up in
system?

No %

Status of Existing User
TSP record changed to

New System User Id
created for TSP with
status of 'Pending
Review". Current
Record remains
Inactive.

'‘Pending Review"
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Requesting/Creating a New External System User

Requesting a new externa system user is done from the Maintain System User screen. The new
application is built to allow the ESA to request system access for multiple contacts or just one
contact at atime. If trying to reactivate an inactive system user, proceed to the reactivate external
user section of this manual.

Procedure:

Step 1: Click the New Button on the Maintain System User screen to be directed to the Request
System User Screen.

The request System User screen lists all TSP Entities, for which an ESA can request System
User Access, inthe Available TSP Entities Box. It also lists all available contactsin the
Available Contacts Box.

Welcome:  USMAN KHAN
Qb TransCanada

Entity: 092454453 November 16 2012
Entity Name: ANR STORAGE COMPANY

— TSP: 006958581
ANR Pipeline LGS U AR PIPELINE COMPANY

.Q Navigation Maintain System Usar Processing Functions 0'

Process: Maintain System User Task: Maintain System User

canz

etrieve
TSP Frsthame |
Clear

System User Records

Master

Created - Application Svc First r Internal _
og! ISP Legal Name Last Name ity Status Date
By ESA Login Name =P Requester Legal Name Last Name Ellrl: Status Date Ind Email Address
Falz= EF |EFTS |ANR|092454452|ANR STORAGE COMPAI TT[S562 ACTIVE [9/6/2012 2:23:06 FM bridgett_bolden@transcanad
[True ClerTs |ANR|052454453|4NR STORAGE COMPAI 563 |INACTIVE|11/17/2011 2:32:35 PM
[True E&|EFTS |ANR|0S2454452|ANR STORAGE COMPA 663 ACTIVE |8/4/2010 1:25:11 BM
True S|EFTS |ANR|092454452|ANR STORAGE COMPAI 663 IACTIVE [3/5/2010 2:10:13 PM
Fals= EFTS |ANR|092454453|ANR STORAGE COMPAR— T 663 |ACTIVE |5/5/2006 11:35:08 PM

JJ Export M M Change M 4 Cancel Submit
Back | Home 4

4 2

Step 2: Select the TSP, for which a system User access is being requested for a contact, and use
the buttons in-between the Available TSP Entities Box and the Selected TSP Entities Box to
move the selected record into the Selected TSP Entities Box.

-14 -



Q TransCanada

ANR Pipeline

.Q' Navigation

csnX

Maintain System User Task: Create System User

LegalMame AMNR STORAGE COMPANY

Available TSP Entities

Welcome:  USMAN KHAN

Entity: 092454453 November 16 2012
Entity Name: ANR STORAGE COMPANY

TSP: 006558581
Lol ANR PIPELINE COMPANY

Request System User Processing Functions Q"

>

Selected TSP Entities

Select TSP Svc Requester SwcReq Name

[0 AHNR 092454453 ANR STORAGE CO

Available Contacts

Bl v

Select TSP Svc Requester Svc ReqName

Selected Contacts

Create Contact
Back | Home

Step 3: Select the contact, for which the system User access is being requested, and use the
buttons in-between the Available Contact Box and the Selected Contact Box to move the

Select Full lame Department Phone Number Er
>
|:| DTXON, MARK TRANS SERV (832) 320-5341 m J
[0 Fax,no (832) 320-5227 ﬂ

[0 NGUYEN-XUAN, HANG (832) 320-5415 h: _<

Select FullName Department Phone Number Email Address

.

4444 J J J Cancel Submit

ext|

selected record into the Selected Contact Box.

il I : Move al Records into the Selected TSP Entities and Selected Contact Boxes

=
Boxes.

Contact Boxes.

il : Moves all record back into the Available TSP Entities and Available Contact Boxes

Moves only records with check marks into the Selected TSP and Selected Contact

Moves only records with check mark back into the Available TSP Entity and Available

-15-



‘Welcome: USMAN KHAN

Q TransCanada Entity: 092454453

53 November 16 2012
Entity Name: ANR STORAGE COMPANY

S TSP: 006958581
ANR Pipeline Lol ANR PIPELINE COMPANY

.5' Navigation

Process: Maintain System User

Request System User Processing Functions 5’.

canz

Task: Create System User

|
LegalName ANR STORAGE COMPANY
Available TSP Entities Selected TSP Entities
Select TSP Svc Reguester Svc Reg Name >>| Select TSP Svc Requester Swvc ReqMName
> =
—I [0 ANR 092454453 ANR STORAGE CO E
=
=< I
Available Contacts Selected Contacts
'Select Full Name Department Phone Number Er Select Full lame Department Phone Number Email Adc
>> I
[ Fax,no (832) 320-5227 [] DIXON, MARK TRANS SERV (832)320-5341 mark_di ||
[] NGUYEN-XUAN, HANG (832) 320-5415 h: LI
=
i~

Create Contact Sort | Filter | Export | Print New | Change I Delete Undnl Clear | Cancel Submit I
BackI HomeI rlextI

Note:
1. If system accesswas previously requested for a contact, the contact would not be
populated on the screen in the available contact box
2. If no e-mail address was entered, at the time of the contact creation, the contact will not
be populated on the screen in the available contact box. The ESA will need to go back to
the corporate screen to add the contact’s email address to the contact information. Refer
to the corporate training manual for external users for more details

If the system displays an error message similar to the one in the screenshot, it either means that
there are no contacts, for the Entity, that do not already have system access or the Entity has no
contacts. Click on the create contact button on the screen and proceed to the section of this
manual detailing the create contact process.

Welcome:  USMAN KHAN

Qb TransCanada ity: 3
AGE COMPANY

November 16 2012

1
ANR Pipeline & ANR PIPELINE COMPANY
Messages Available - %]

tem User Processing Functions J}.
|Nu Contacts records were found to transfer for Master Entity Id: 6563

)
LegalName ANR STORAGE COMPANY
Available TSP Entities Selected TSP Entities
Select TSP Svc Requester Svc Req Name > | |Select TSP Svc Requester Svc Req Name
> =
[J ANR 092454453 ANR STORAGE CO —I =
=
<<
Available Contacts Selected Contacts
Select Full lame Department Phone Number Email Address Select Full Name Department Phone Number Email Address
>3
=]
=
b

Create Contact I
Back | Home

Sm‘tl Filter | Export Pwntl New | Change Delete UI'\dﬂI Cleavl Cancell Suhmitl

I'JextI
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Step 4: Click the submit Button. The system should display a message that the Request was
saved successfully. A new Externa ID starting with XC..... is generated for the Contact.
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Step 5: The ESA will be returned to the Maintain System Screen to verify that a New System
User was created for the contact and the User TSP Status is “ Pending Review” . The record will
be reviewed by the Transportation Security Administrator (TSSA).

Welcome:

Entity: April 26 2006

EEEEEENN ANR Pipeline

Processing Functions 0.

& Navigation Maintain System User

eang

Process: Maintaim System User

Application Name | All -
TSP ANR -

Task: Maintain System User

Last Name

Clear I

First Name

User TSP Status All Login

System User Records

Master
Entity User TSP Status
Prop

Status Date Internal Email Address Work Phone Def

Fslza TGR AMR_PIPELINE COMPANY| 3966 [ACTIWE 4/21/2006 8:22:49 AM
False [Tar AMR_PIPELINE COMPANY| 3366 [ACTIVE 42/ ZO06 Bi22:43 AM
False [Tap AMNR_PIPELINE COMPANY| 2366 [ACTIVE 4/21/2006 2:22:43 AM

Fslse ANR PIPELINE COMPANY| 3966 [ACTIWE 4/21/2006 8 2

AMR_PIPELINE COMPANY| 2966 [acTIVE

Sort | | Filter Enpurtl Print New l:hangel Delete Undnl Clear l:am:ell Submit

Step 6: TSSA will be notified by email of the System User request for the contact. The TSSA
will go into the application and approve or deny the System User Request. If the TSSA approves
the request the User TSP status of New User is changed to “Pending Activation”; if he denies the
request the TSP Entity status changes to “Denied”. See examples below.

Welcome:

Entity:

(ELCEL B ANR Pipeline Company

* Mavigation Processing Functions 0‘.

Maintain System User

ean3

Process: Maintain System User Task: Maintain System User

Application Name |All - Last Name Retri
etrieve
TSP - First Name
Clear
User TSP Status  |All - Login

System User Records

ﬂmm Svc Legal Name User TSP Status Status Date Email Address
Name Reguestor
False |5st 00&958551[AHR PIPELINE COMPANT 3966 |ACTIVE 4/21/2006 G122:145 AM
False EPTS 006358581 [ANR PIPELIME COMPANT 3966 |ACTIVE 4/21/2006 2:122:49 AM
False ERTS 0063958581 [ANR PIPELIME COMPANT 3966  |ACTIVE 4/21/2006 5:22:49 AM
False ERTS 0063958581 [ANR PIPELIME COMPANT 3966  |ACTIVE 4/21/2006 5:22:49 AM
False ERTS 006958581 [ANR PIPELIME COMPANT 3966 |ACTIVE 4/21/2006 8:22:49 AM
True HCEFCYDE[ERTS 006958581 |ANR PIPELINE COMPANY|Manual TRAIMING [3966 [PENDING ACTIVATION|4/26/2006 10:33:52 AM unknown@unknow, cam 713420000
[True HC30001F[EPTS 006958581 |ANR PIPELIME COMPANYT|USER [TEST 3966 |DENIED 4/26/2006 10:33:52 AM unknown@unknown. corm 713420000

Sort FiIterI Extport PrintI NewI Change Delete | Undo EIearI Cancel SuhmitI
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Step 7: Return to check TSP Status of New User to verify when the TSP Entity Status becomes
active at which point the user now has access to the system.

Creating a New External Contact

A new contact for an Entity can either be created through the Corporate or the Security screen.
To create or edit an existing contact through the corporate screen refer to the corporate training
manual for external users.

Process to access the Create Contact screen through the security screen:

Step 1: Click on the Maintain System User link on the menu

Step 2: Click the New button to be directed to the Request System User Screen. On that screen,
click Create Contact button. Fill in the required information for the contact being created. To
add additional information about the contact, click on the Additional Information button and
proceed to step 3

Welcome:  USMAN KHAN
Q Tra nsca na da Entity: 092454453 November 16 2012
Entity Name: ANR STORAGE COMPANY

I TSP:
ANR Pipeline TSP Name:

006958581
ANR PIPELINE COMPANY v

EI GEMS Create Contact Processing Functions 43"
el = Corporate |G Task: Create Contact
ANR STORAGE COMPANY
|BoB | Middle mitiat [ |
[sMITH |
‘ | Room Number l:l
|8323205418 | btensions [0 |
eq: 7134202000
‘ ‘ Cell Phoneg | |
‘ ‘ Mo Fax Email |bob.sm'rtl|@transcanada.com| | EMail address is required for system user id
Comments ‘
Status Code ACTIVE w
Additional Info | Clear | Cancel | Submit ‘
Back | Home

Mote: Department is required only when First and Last Names are not entered. An active contact that is not associated to a business use within 30 days of creation will
automatically be inactivated. Please filter to review inactive status contacts
Disclaimer: Updates occuring after the 2nd workday of the month will appear in next month's invoice for ANR

Note: In order to request system user access for a contact, an email address must be
entered.
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Step 3: Click on the add detail to add new line to contact record.

Q TransCanada

ANR Pipeline

# Navigation

canZ

Process: Maintain Contact

Legal Name
User Id Exists
First Name **
Last Name **
Status Code

Comments

Hodified By
Contact Details

‘Welcome: USMAN KHAN

Entity: 092454453
Entity Name: ANR STORAGE COMPANY

November 16 2012

TSP: 006958581
Lol ANR PIPELINE COMPANY

Maintain Contact

Task: Maintain Contact

Processing Functions Q’.

ANR STORAGE COMPANY Contact Identifier 34361
ESA Userld Tsp N/A
[no | Middle Tnitial L]
S | peparment —
ACTIVE Room Number ]

BRIDGETT BOLDEM

Modified TimeStamp

11/20/2007 10:21:56

14/4/ Pagela | > v
Contact Type Phone Number Phone Extension Email Address No Fax

5555555555 ]

8323205227 ]

Add Detail| Change Detail | Delete Detail|

BackI Home I

Note: Department is required only when First and Last Names are not entered
Disclaimer: Updates occuring after the 2nd workday of the month will appear in next month's invoice for ANR

Step 4: Click the submit button after all the contact information has been entered. This will
return the ESA to the Request System User Screen, with the newly created contact populated in
the available contact screen.

SortI FiIterI E>:port| PrintI rlewl Change I Deleta' CIearI Cancel' Sllhrn'rtl

I'le>:t|

ttps:/fanrportal. transcanada.com/ProdfTransportation/WebUl/Portal/PortalHome. aspx - Windows Internet Explorer

&:—;r - |g, https:/fanrportal transcanada, comjProd] Transporkation'webU1 Portal PortalHome, aspe

V| & +3|| % WGDDD‘E | P~

File Edt View Favorites

Help | x D -

i Favorites | Gk @] Tco Company Information (EY NEPL Login (E) Password Reset - NBPL & GTH - Home @ | Group - User Tnquiry (2) @) GLGT - Login £ | GTN Repart Manager €| TCO - QA

| @https:h’anrpurta\‘transcanada‘:uijdeITransDDrtat\.‘. | ‘

Qb TransCanada

ANR Pipeline

. Fn avigation

Process: Maintain Contact

Legal Name
User Id Exists
First Hame **
Last Name **
Status Code

Comments

Modified By
Contact Details

ES

3 - B [ @ v Page~ Safety~ Tooks+ (@~

Welcome: USMAN KHAN

Entity: o
Entity Name: ANR STORAGE COMPANY
TSP:

November 16 2012

006958581

Lol S S ANR PIPELINE COMPANY

Maintain Contact

Task: Maintain Contact

Processing Functions Q‘.

ANR STORAGE COMPANY Contact Identifier 34361
ESA Userld TSP H/A
[no | Middle Initial ]
|FAJ( | Department **
ACTIVE Room Number

BRIDGETT BOLDEN

Phone Number

Modified TimeStamp

o ]

11/20/2007 10:21:56

Phone Extension Email Address No Fax

5555555555 1]

8323205227 ]

iange Detail | Delete Detail|

Back | Home

Note: Department is required only when First and Last Names are not entered
Disclaimer: Updates occuring after the 2nd workday of the meonth will appear in next menth's invoice for ANR

Sort| Filter E>:port| Print New Change

Delete I C\aarl Cancel | Submit |
Hext
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Step 5: Return to Request System Access for New Contacts

LU AR PIPELINE COMPANY b

: . # Nawigation Request System User Processing Functions 1"
n
u

Frocess Maintain Sysies User Tasks Creste System User

Legal Mame AN STORAGE CO.
Awadlable TSP Entities selected TSP Entities

Select TSP Svr Requestor Svr feq Name Select TSP Syr Requestor Svr Req Name
[ ASR 092454453 ANR STORAGE CO =2
=]
=<
Avadable Contacts B Selected Contacts
Select Full Nane Departnient Phone Mumber  Email Select Full Name Department Phone Number Email Address
[T Manual, Training TESTING (713) 420-0000 unknc il
2]
=]
=]
& » 3 » o
Creabe Conback Sort | Filter Export | Print New | Change Debebe | Undo Clear | Concel Saushenit
Back | Home Mt
£ 0oe i Local intranat

Inactivating an External System User

This processis used to inactivate an existing external system user TSP record.

Procedure:

Step 1: On the Maintain System User Screen highlight the System User Record to be inactivated.
Step 2: Click the Change Button (this changes the User TSP status into edit mode)

Step 3: Select “INACTIVE” from the drop down list on the User TSP Status Column for the
System User Record.
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.4} Navigation

canX

Process: Maintain System User

Application Name |All >

Task: Maintain System User

Last Name
TSP ANR - First Name
User TSP Status  |All - Login

System User Records

Welcome:
Entity:

Logged:

Maintain System User

April 26 2006

Apolication Swc Master Intemnal
Isp gl Legal Nanme e Entity User TSP Status Status Date _ e Email Address Work Phom
HName —— Requestor Name - _ Ind
i e Prop —
False EPTS 00£953551[ANR PIPELINE COMPANY 3986 |ACTIVE 472172006 5:22:49 AM
False EPTS 00£953551[ANR PIPELINE ©OMPANY 3966 |ACTIVE 472172006 5122149 AM
False EPTS 006953551[ANR PIPELINE ©OMPANY 3966 |ACTIVE 472172008 5122149 AM
False EPTS 006958581 |ANR PIPELINE COMPANY) 3966 | INACTIVE |~ 4/ 2142008 5122149 AM
False EPTS 006953551[ANR PIPELINE ©OMPANY 3966 |ACTIVE 42172008 5122149 AM
True  |scEFCTDE|ERTS 0085555 1]ANR PIPELINE COMPANY|Manual  [TRAINING [3966  |[PENDING ACTIVATION|4/26/ 2006 10:32:152 AM unknown@unknow. com |713420000
True  |xc3pooiF|erTs 006953581[ANR PIPELINE COMPANY|USER TEST ‘3955 CEMIED 4/26/2006 10133152 AM| unknown@unknown.cormn |713420000

u Messages Available
U | success: The Record(s) were saved to the Database

Application Name |all ~|  Lastvame
5P ANR =] FirstName
User TSP Status  [all <] Login

System User Records

Step 4: Click the save button to save changes to System User Record.

s B} ntain System User

Sort | | Filter Export I Print New | Change Delete Unan Clear Cancel Submit

Entity: April 26 2006

L ALIR Pipel

Processing Functions U.

Retrieve
Clear

Haster Iatermal
Entity  User TSP Status i Email Address Work Phon
Prop

[False 006958581 |ANR PIPELINE COMPANY) 3966  |ACTIVE 4/21/2006 8122:49 AM

EpTS 006358581 /ANR PIPELINE COMPANY) 3986 _|acTIve 4/21/2006 8:22:49 AM

006952581]ANR PIPELINE COMPANY] 2966 |ACTIVE 4/21/2006 8122149 AM

006958581[ANR PIPELINE COMPANY] 3966 [macTivE 4/21/2006 8:22:49 AM

o0&958581]ANR PIPELINE COMPANY] 2948 |acTive 4/21/2006 8:122:49 AM
True  |ncercroeferTs 006958581[ANR PIPELINE COMPANY|Manual ‘mnmme 3966 [PENDING ACTIVATION|3/26/2006 10:33:52 Am| 713420000
[True |vcz0001F|EPTS . _. |[ooessaselans PIPELINE coMPANY|USER [TEST 2366 |DENIED 4/26/2006 10:33:52 AM| 713420000

Back | Home

_Sort | Fiter | Export | Print | New | Change | Delete | Undo | cClear | Cancel | Submit

Note: All external system user 1Ds are automatically inactivated by the system after 12
months of inactivity. A warning notification email will be sent to the ESA one month prior

to the pending inactivation.
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Reactivating an External User

This procedure is used to reactivate an inactive External User.

Procedure:

Step 1: Select the record of the inactive External user to be reactivated.
. Welcome!

Entity: April 26 2006

L ALIR Pipeline v

Processing Functions U.

Messages Available
t |Hie==ed EVE| | tain System user
U | success: The Record(s) were saved to the Database [}&

Application Name |All

- Last Name
= Retrieve

TSP ANR - First Name

) Clear

User TSP Status | All Login

System User Records

[False EPTS D0E958581[ANR PIPELINE COMPANY) 3966  |JACTIVE 4/21/2006 8:22:49 AM
[False EPTS 006958581 JANR PIPELINE COMPANY] 3966 JACTIVE 472172006 8:22:49 AM
samannles aeans covien e Seaani i e
[False EPTS 006958581|ANR PIPELINE COMPANY] 3966 [INACTIVE 4/21/2006 8:22:49 AM
[False IED‘\'S 00E9SESE1|ANR PIPELINE COMPANY] 3966 |ACTIVE 4/21/2006 8:22:49 AM
[True ‘KCE?C?DEEFTS D0E9SESE1JANR PIPELINE COMPANY|Manual ‘TNAIN!NG 3966 |PENDING ACTIVATION|4/26/2006 10:33:52 AM| 713420000
[True KXC30001F|EPTS 006958581 |ANR PIPELINE COMPANY|USER [TEST 3966 |DENIED 47262006 10:33:52 AM| 713420000

_Sort | Fiter | Export | Print | New | Change | Delete | Undo | cClear | Cancel | Submit
. Back | Home Next |

Step 2: Click the Change Button to change the record into edit mode.

Step 3: Select “Pending Review” from the drop down list on the User TSP Status Column for the

System User Record
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Welcome:
Entity: April 26 2006

AHNR Pipeline

Processing Functions 5"

Logged:

.Q‘ Navigation

Process: Maintain System User

Application Name |All -

Maintain System User

conX

Task: Maintain System User

Last Name
=8
TSP = First Name \
Clear
User TSP Status  |All - Login

System User Records

Created _ Application __ Sve Haster ) ) _
e e Loain Rae TSP g e Legal Name %t; User TSP Status Status Date Email Address
False EPTS 006355581 |ANR PIPELINE COMPANY| 3966 |ACTIVE 4/21/2006 B:22:49 AM
False EPTS 006958581 |ANR PIPELINE COMPANY| 3966 |ACTIVE 4/21/2006 B8:22:49 AM
Fals= EPTS 006358581 |ANR PIPELINE COMPANY| 3966 |ACTIVE 4/21/2006 B:22:49 AM
alse EPTS 006958581|[ANR. PIPELINE COMPANY| 3966 | PENDING REVIEW % |l4/o6/2006 10:49:32 AM j
Fals= EPTS 006355551 |ANR PIPELINE COMPANY| 3966 |ACTIVE 4/21/2006 8:22:43 AM
[True  [rcE7c7DE[ERTS 006355551 |ANR PIPELINE COMPANY|Manual [TRAINING [3966 |PENDING ACTIVATION|4/26/2006 10:33:52 AM unknewn@unknow. com 713420000
[True  [rczoooirlerTs 006355551 |ANR PIPELINE COMPANY|USER  [TEST 3366 |DENIED 4/26/2006 10:33:52 AM unknown@unknown.com |713420000

ﬂl&l Export ﬂl Ne_wl Change Delete Un_dul ﬁl Cancel Submit
Click the Save Button to save changes to Record.

The system displays a message that the record has been saved successfully.

Entity: April 26 2006

Logged: [YILYS

Processing Functions 0'

Messages Available

canI

BV vain system user
ISUCCESS: The Record(s) were saved to the Database %

ication Name [All - Last Name
Appl r = Retrieve
TSP = First Name:

r Clear
User TSP Status  All - Login
System User Records
[ s
- - Master
Loqin Aesfication  op Leqal Name Bt pntity  User TSP Status Email Address
am. ame
False EPTS 006958581 |ANR PIPELINE COMPANY) 3966  |ACTIVE [4/21/2006 8:22:49 AM
False EPTS 006953581 |ANR PIPELINE COMPANY] 3966 _|acTIvE 4/21/7006 8:22:49 aM
False EPTS. 006953581 |ANR PIPELINE COMPANY] 2268 _|acTIvE 4/ 2142008 8122:49 AM
alse EPTS 006958581 |ANR PIPELINE COMPANY] 13966 |PENDING REVIEW 4/ 26/ 2006 10:49:32 AM| )

False EPTS 006358581 |ANR PIPELINE COMPANY] 3966 |acTive 472142008 8:22:45 AM
Trua HCE7CTDE|EPTS 006958581 [ANR PIPELINE COMPANY|Manual |TRAININ‘Z 13966 |PENDING ACTIVATION|4/26/2006 10:33:52 AM)| 713420000
True _|®c20001F[EPTS 006953581 |ANR PIPELINE COMPANY|USER _ [TEST 3366 |pENIED 4/26/2006 10:33:52 aM| 713420000

_Sort | Filter | Export | Print | Mew| Change | Delcte | Undo | Clear | Cancel | submit

Note:

If the system user’s User I1D has been completely erased from the system before the ESA
triesto reactivate a the system user , a new system user ID isgenerated for the contact and
the previousrecord for the existing I D will remain with a User TSP status of I nactive.

Annual Reviews
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Overview:

Once ayear, External Security Administrators (ESAS) are required to review external roles
(External Inquiry, External User, External User — VISA System and ESA) and the users to which
those roles have been assigned. The TSSA is responsible for creating the annual review period,;
ESAs are notified viae-mail prior to the review period opening. The ESA has the ability to
approve or deny each user/role assignment.

Once an annual review period is CLOSED (current date is equal to, or greater than, effective end
date) and/or COMPLETED (all role assignments have been approved/denied), no changes are
allowed by the ESA. Additionally, ESA can no longer view this review period through the ESA
Reviews screen; any changes that were made can be viewed on the User Maintenance screen.

Quick Steps to Approve/Deny Role Assignments: (1) Select Security; (2) Select ESA Reviews
under Security Admins; (3) System defaults al role assignment records to Approve; deny any
records necessary and click Submit or click Submit to Approve all.

ESA User Reviews

To access the annual review screen, open the Security menu, then Security Admins, and select
Reviews.

= e dows Internet Explore !lg
;- |&] hetps transcana da.com ~[ & [[+2][x] 28 |[2]-
* [ -

<lp Favorites | 5f5 @] TCO Company Information () MEPL Login () Passwar dReset - NBPL ] GTM - Home & | Graup - User Inquiry (2) ) GLGT - Login ] GTN Repart Manager & | TCO - QA

= »
(& hittps: ffanrpartal, franscanada, comfProd Transpartati. . i - E) [ mm v Page - Safety v Tools v @~

Qb TransCanada

ANR Pipeline
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: Slgn Out |

O tobar 103 F008

bl AN FIPELIRE COMPANY -

38T

W I Lo ESA Uuer Reviows Processing Func tions ‘-J'.
Procenn: PR Uisr Bevieuwn Tank: E%& Uner Bewissn

Baview Year 2006 Beview Type Esternal Robes
TS A

Review ESA Users Records

.........

=) Approwe L Deny Al the active and pending active vuser s associated with your Entity willl show up here ieady Tod woll 1o
approve oF deny thein continued accean,

sart | . t | Primk| o] chaogs pelete | Und o Cancel | Subest |

@] tona € Trusted sitos

Note: If records are not viewable, confirm that the screen resolution is set to 1024 X 768.

Sort:
ESA can sort on each individual column by clicking the column title/heading; columns can be
sorted in ascending or descending order.

Print
ESA can print al records within the grid by clicking the Print button at the bottom of the screen.
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Approve/Deny Role:

On this screen, the ESA has the ability to approve/deny external role assignments; all
assignments are automatically defaulted to approve. If the ESA wishesto deny arole
assignment, then he/she clicks the Deny toggle, for those assignments that should be denied, and
then clicks the Submit button; if the ESA wishesto approve all role assignments, he/she clicks
the Submit button, after entering the screen.

A Review Period must be in OPEN status, and the current date must be equal to or greater than
the Start Date, in order for an ESA to approve/deny role assignments. If the ESA triesto access
areview period prior to the start date, the system will give a message that the review period has
not yet opened and no changes are allowed.

After the system has saved the data, the ESA will receive a message that the Annual Review has
been compl eted.

Welcgaes [ sign out |

Entity: Oxctobar 13 2006

Logged: ANE FIFELINE COMPANY i

L+ * Navigation ESA Ler Rewviews Processing Funetions -\'-
"
M prsceii A Uier Revisse Tark: ERA Uier Beviesw

Beview fear FOBE Beview Type External Roles

T A

Al the active and pending active users associated with your Entity will show up here ready for you ta
approve or deny their continued access,

Slgn Out |

Oectober 13 2608

ity
Logued: AN PIPELINE COISP ANy e

! - -~
ra [Remns Arable L — |
i
M reieni B Uer Bevies Bark KA Wbinr Ravieurs

Rewsew o sr Review Type Micragelt Intornet Explorers |'E

TSP
;': Wens haper compieted iFe Anrwsel Revese lor e petiod

Review [SA Users Records

.........

=) approve U eny
= Approve ) Deny

@ Approve ' Demy

& Approve ) Dery
= Approve [ Demy
= approve Doy

8] oers @ Truted stes
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Clicking OK clears the screen of all data; as stated above, any changes that were made can be
viewed on the User Maintenance screen.

s Wb Sign Out |
Q» TransCanada Entity: Harch 22 2007
ANR Pipeline ANR PIPELINE COMPANY ~

b .'J' Navigation ESA User Reviews Processing Functions 'J'.
n
U procers: E5A User Reviews Tark: E%A Uner Raviess

Review Year 2007 Review Type External Roles

TSP ANR

Assigning and Un-assigning the External Security Administrator (ESA)

An ESA isthe primary contact for an entity (company) engaged in business activity on the TSP
of ANR Pipeline Company. The ESA responsibilities also include.

Creating contact(s)

Request system access for contact(s) (create ID)

Removing contact(s) system access

Updating contact information

Creating business use associations

Acting as primary liaison between their entity and EPTS application security.

OO0 O0OO0OO0O0

Every entity is alowed a maximum of two ESAs per TSP.

All requeststo assign and/or un-assign the ESA role to a system user should be directed to
the TSSA at T SSA @transcanada.com.
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External Security Administrators (ESA)
Reference Guide for Security Application

| need to set up a new employee with access to ANR Pipeline.
a. Goto maintain System User Screen by clicking on the following tabs: Security, Security Admins,
User: Maintenance.
Click New button.
Select the TSP of ANR from the Available TSP Entities box.
Select a contact record for the employee from the Available Contacts box.
Click Submit button.

PapoT

An existing contact record does not appear in the Available Contacts box on the Request System User
screen
a. Therearethree reasons why an existing contact may not appear on this screen:
i. Contact isInactive
ii. Contact has No email address
iii. Contact is already set up with a system user ID

| just added a new contact record but it does not appear in the Available Contacts box on the Request
System User Screen.
a. Thecontact record does not have an email address. The contact record must have an email
address to appear in the Available Contacts box. See the Corporate Training manual for
procedures to edit a contact record.

Can the TSSA set up anew system user record for ANR for me, if needed, if for some reason | do not have
access to my pc?
a. Yes. Email the TSSA at tssa@transcanada.com

When | am viewing my system user information | do not see any system user TSP records with an
‘inactive’ status.
a. Thedefault view for the ESA does not include system user TSP records with an ‘inactive’ status.
Select ‘inactive’ from the drop down list for User TSP status and click on Retrieve.

| am trying to set up a new system user and when | hit the submit button | get an error message “Error
accessing Quest Web Service'.
a. Contact the TSSA to report this problem. The Quest web serviceis unavailable. It needsto be
‘on’ in order to set up a new system user.

How do | assign or unassign the ESA role to a current external user? The ESA role assignment will need to
be done by the TSSA. Email the TSSA at tssa@transcanada.com
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Contact Information:
Contact Record:
Contact:
Credentials:

EPTS:

ESA:

Login credential:
Portal:

Quest:

Quest Profile:
System authentication:
System User:

System User ID:
TSP:

TSSA:

User ID:

User TSP Entity Status:

User TSP Status:

Terminology

Information on a company employee

Saved information about a company employee

A company employee

User ID and Passwords

The new system that replaces some functionality GEM S
External Security Administrator

User ID and Password

The application home page

Application used to verify a contact identity before a password reset.

Answersto identification questions provided by system user.

The application verifying accuracy of system user login credentials.
A contact with accessto a TSP

User ID assigned to a system user

Transportation Services Provider

Transportation Services Security Administrator

A six digit number assigned to all system users.

Same as User TSP status

Refers to the current state of a system user’s access.
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